Check Point

SOFTWARE TECHNOLOGIES LTD.

SECURITY C
DYNAMICS

From Known tQ




AGENDA

Check Point

Challenges for Cyber Security

New thinking required in Cyber Security
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If Network are evolving as Business need changes, the Cyber Security have to Evolve and stay

ONE STEPAREAD
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» Threats Evolution

Check P(G)IEiQT’E”

* Unknown- Unknown or Zero-Day Exploit/Malware

These attacks can be States sponsored or Competitor sponsored.

Main motive is to make money and to remain hidden as long as possible

* Known- Unknown Exploits/Malware

Interestingly 80 to 85% attacks are known attacks
modified to avoid detection by conventional Security
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2012 2013 2014
vulnerabilities vulnerabilities vulnerabilities
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Check Point

Without leeKing at Specific patterns

Examine all possible

execution paths

Static Evaluating code
Analysis without running it

Slow and not scalable

Dynamic | Faster and more
Analysis Evaluating code ) accurate

during run-time Y. hat h 0 that
(sandbox) . ou see what happens in tha

environment for a short time
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raditional Sandboxes are Slow

Check Point

 Allows malicious files to reach the user while the
sandbox inspects the file in the background
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Staying One Step Ahead...

Check Point
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PROTECTION De loyable

locking
mode

Evasion-
resistant
malware
detection

Threat
Extraction

CPU-level
Detection

Real-time Prevention Against Unknown

Malware, Zero-Day and Targeted Attacks
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Introducing SandBlast Agent Zero-Day
Prevention for Endpoint

Block UNKNOWN and ZERO-DAY ATTACKS on your endpoints

HIGHEST PROACTIVE NON-
CATCH RATE PREVENTION INTRUSIVE
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EMULATION EXTRACTION Processing
offloaded

Evasion * Quick iy

resistant delivery of

sandboxing at | safe endpoints to
CPU-and OS- /| reconstructed / the cloud
Level content
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Checkpomt

= ' ChsccBont

Aql_\{]a:ggted Visibility & Adaptive Risk
Prevention Intelligence Mitigation
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Solving the Mobile Security Gap

ADVANCED THREAT DETECTION AND MITIGATION
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HIGHEST LEVEL OF SECURITY
FOR 10S AND ANDROID

BEST MOBILE THREAT
CATCH RATE

FULL VISIBILITY

THREAT ANALYTICS

REAL-TIME REMEDIATION
OF THREATS

SIMPLE DEPLOYMENT
TRANSPARENT USER

EXPERIENCE
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The Power to Prevent

On the Network and At the Endpoint

(-1 Check Point
e SOFTWARE TECHNOLOGIES LTD.

" CHECKPOINT i
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SandBlast  SandBlast
« ZER0-DAY n dS
"' PROTECTION ¢ g

Catches More Malware. Proactive Prevention. Complete
Integrated Protection.

The Insight to Understand Them.
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CHECK POINT  FIREEYE VENDOR A FORTINET
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We cannot
put a dot
here...

NSS Breach Detectio

I These results were
achieved without

- CPU-level .
Exploit Detection

Value
at $27 / Mbps

FireEye
[ ]

NSS can See NSS webcast at:
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Check Point Next Generation Security
Management

Next Generation Firewall, Threat Prevention,
ThreatCloud™

Network, Host, Mobile, Cloud
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